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OCCIP Flash Alert – Increased Claims and Rhetoric 
Related to Iranian-Aligned Cyber Threat Groups and 

Activities Targeting U.S. and Partner Critical 
Infrastructure 

 
 
TRAFFIC LIGHT PROTOCOL (TLP): GREEN – RECIPIENTS MAY SHARE TLP:GREEN 
INFORMATION WITH PEERS AND PARTNER ORGANIZATIONS WITHIN THEIR 
COMMUNITY, BUT NOT VIA PUBLICLY ACCESSIBLE CHANNELS. UNLESS OTHERWISE 
SPECIFIED, TLP:GREEN INFORMATION MAY NOT BE SHARED OUTSIDE OF THE 
CYBERSECURITY OR CYBER DEFENSE COMMUNITY. 
 
OCCIP Flash Alerts are intended to provide summary information on critical cyber incidents, threats, 
and actors of interest and relevance to the financial sector.   
 
Details 

Ongoing claims and calls for cyber-attacks targeting U.S. entities by Iranian aligned groups could 
lead to an increase in malicious activity against the financial services sector.  Since 28 February 2026, 
there has been an increase in public messaging by Iranian-aligned cyber actors about targeting U.S. 
critical infrastructure, to include the financial sector, in retaliation for recent U.S.-Israeli military action 
against Iran. As of 2 March 2026, no significant cyberattacks against U.S. critical infrastructure 
organizations have been observed. 
 
Since 28 February 2026, there has been a sharp drop in internet activity in Iran due to a near-total internet 
blackout, with connectivity at 1 percent of ordinary levels. As of 2 March 2026, metrics from internet 
monitor NetBlocks show that the internet blackout remains in effect. 
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Reporting remains inconclusive as to whether the disruption is an Iranian government-imposed blackout 
or the result of cyberoperations, however, reporting notes that limited activity is ongoing. If this is a self-
imposed blackout, this limited activity may be whitelisted traffic enabling Iranian cyber actors to conduct 
operations against targets of opportunity. Historically, the U.S. financial sector has been viewed as a 
priority target and a target of opportunity by Iranian-aligned cyber actors.1  
 
Since 28 February 2026, activity on Telegram and other social media platforms indicates an increase in 
messaging from self-identified hacktivist collectives and state-aligned advanced persistent threat (APT) 
groups claiming responsibility for cyber operations targeting U.S. and Israeli institutions. While some 
posts assert direct involvement in cyber-attacks, others consist primarily of warnings, threats, or 
declarations of intent directed at U.S., Israeli, and other Middle Eastern government and private-sector 
entities. To date, no evidence exists to validate these claims. This behavior aligns with broader 
information warfare and psychological operations tactics, in which public claims, exaggerated impact 
statements, and threat narratives are used to create uncertainty, erode public confidence, and amplify 
geopolitical tensions irrespective of the underlying technical impact. 
 
Some notable claims and public messaging from various APT and Hacktivist groups/collectives in 
relation to recent events include:2 
 

• 2MAR26 – Handala Group claims attack against Israeli energy company. 
• 2MAR26 – Cyber Islamic Resistance starts posting messages on channel at 0851 UTC warning of 

cyber activity at 1800 UTC, subsequently posted at 1800 UTC claiming to have breached an 
Israeli health insurance company as well as webpage for the National Geographic TV channel in 
Israel. 

• 2MAR26 – DieNet-affiliated channels claim ongoing DDoS activity against government services 
in Oman, as well as multiple Middle East based banking organizations. 

• 2MAR26 – NoName057(16) claims DDoS attacks against Israeli internet infrastructure. 
• 2MAR26 – APTIran claims to infiltrate sectors of Jordanian critical infrastructure.   
• 1MAR26 – AnonGhost calls for coordinated cyber operations against U.S. and Israeli digital 

infrastructure, naming financial systems as a target. 
• 1MAR26 – RipperSec claims DDoS attack against Israeli website. 
• 1MAR26 – Team Dark Storm claims DDoS attack against Israeli financial institutions. 

 
 
Recommended Actions 

Although these claims are unverified, organizations are advised to continue to be vigilant and monitor for 
any potential incoming threat actor targeting. While Iranian-aligned cyber actors have historically 

 

1 https://www.cisa.gov/resources-tools/resources/iranian-cyber-actors-may-target-vulnerable-us-networks-and-entities-interest 
2 Screenshots of some claims made by the mentioned threat actors can be found in the Appendix at the conclusion of this 
report.  
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overstated claims of success, they are still capable actors who have carried out successful DDoS, wiper 
malware, ransomware, and credential-based attacks. OCCIP recommends financial institutions reinforce 
fundamental cyber hygiene practices and leverage available intelligence and information-sharing 
resources to proactively identify, monitor, and mitigate emerging cyber threats.  
 
Please see the following resources for more information: 

• CISA’s Iran Threat Overview and Advisories 
• OCCIP Flash Alert 10013 – Potential Increased Activity by Iranian Cyber Actors During 

Escalating Tensions 
 

As a matter of general practice, network defenders are recommended to utilize resources provided by 
CISA, such as the Known Exploited Vulnerabilities Catalog and CISA Cyber Hygiene Vulnerability 
Scanning services. These services are designed to assess external network presence by conducting 
continuous scans of public, static IPs for accessible services and vulnerabilities. In addition, ensure that 
software vendors adhere to stringent security and transparency standards. This can reduce the risk of 
compromise due to insecurities in vendor products or potential vulnerabilities within a vendor's systems 
that could be exploited by attackers. 
 
Reporting Suspicious Activity 
Organizations should report incidents and anomalous activity to CISA’s 24/7 Operations Center at 
Contact@mail.cisa.dhs.gov, or FBI through a local field office or FBI’s Cyber Division at 
CyWatch@fbi.gov  or 855-292-3937, or any of the U.S. Secret Service’s local field offices to report a 
crime. 
 
  

We would like to hear from you on the usefulness of these reports to continuously improve 
them. Please take a moment to let us know what works and how we can better meet your 
needs. We invite all input but are particularly interested in input on the following: 

• The usefulness of the reports 
• The appropriate level of detail 
• Ideas for improving the relevance of the reports 
• Steps to make information more salient 
• Ways to provide more appropriate context 
• Topics for future reports 

Please direct comments or questions to OCCIP-Coord@treasury.gov. 

Flash Alerts are being provided “as-is” for informational purposes only. The Treasury 
Department does not provide warranties of any kind regarding information contained within. 

https://www.cisa.gov/topics/cyber-threats-and-advisories/advanced-persistent-threats/iran
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/resources-tools/services/cisa-vulnerability-scanning
https://www.cisa.gov/resources-tools/services/cisa-vulnerability-scanning
mailto:Contact@mail.cisa.dhs.gov
https://www.fbi.gov/contact-us/field-offices
mailto:CyWatch@fbi.gov
https://www.secretservice.gov/contact/field-offices
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Appendix: Screenshots of Threat Actor Claims 
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